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Signal Management 
Legal Basis 

MAHs and Competent Authorities must have appropriate systems to: 
 

• monitor all sources of information to identify potential safety signals; 
• take appropriate actions when a new risk is identified; 
• inform of changes in the benefit-risk balance. 
 
 
Regulation (EU) N° 1235/2010 amending Regulation (EC) N° 726/2004, Directive 2010/84/EU amending Directive 

2001/83/EC and Commission Implementing Regulation (EU) N° 520/2012 on the performance of 
Pharmacovigilance Provided for in Regulation (EC) N° 726/2004 and Directive 2001/83/EC include provisions for 
signal management in the European Union. 

GVP IX.A 
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Signal Management 
Theory and Methods 

Signal management is a key component of pharmacovigilance 
science for discovering new effects of medicines in their post-
authorisation use. 

 
It is the scientific component that underpins pharmacovigilance, 

and the very reason why pharmacovigilance was created in the 
first place. 
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Signal Management 
Theory and Methods 

• Specific sources for signal detection include spontaneous 
adverse drug reaction (ADR) reporting systems, active 
surveillance systems, non-interventional studies, clinical trials 
and scientific literature. 
 

• There are many other sources to consider. These potentially 
include all scientific information concerning the use of medicinal 
products including quality, non-clinical and 
pharmacoepidemiological data.  
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Signal Management 
Theory and Methods 

• Consequently, although the EudraVigilance (EV) database is a 
major source of pharmacovigilance information, the signal 
management process in the MAHs should cover also signals 
arising outside the EV. 
 

• However, for the purpose of the GVP inspection, signals 
originating from the monitoring of data from spontaneous 
reporting system are considered as the starting point of the 
signal management process. 
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Signal Management 
Theory and Methods 

First simple questions: 
 
• Is the evaluation of data from the ICSRs, signal detection and 

any other processing of aggregate data, performed? 
• How is a new signal identified?  
• When is it done? Who makes it? 
• How is a new signal managed? 
• Who is informed when a new risk is identified? 
• How are these above activities documented? 
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Signal Management 
Theory and Methods 

There are many options for signal detection implementation by 
small and big companies. 

 
Detection of signals may be performed based on a review of ICSRs, 

from statistical analyses in large database, or from a 
combination of both. 
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Signal Management 
Theory and Methods 

Inspectors could evaluate if the methodology used is suitable 
considering company size, product portfolio and the number of 
ADR cases in safety database. 

 
Inspectors could also evaluate how the company designs his signal 

management process, the expected timelines, resources and 
outcomes from this process, and the communication of signals 
inside the company and to competent authorities. 
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Signal management 
Steps 

Signal management is the process of detecting, validating, 
prioritizing and evaluating determined signals in a data 
population. 

   
1. Detection 

The act of looking for and/or identifying signals using event 
data from any source 
 

2. Validation and Prioritisation 
The act of applying plausible criteria to identified signals in 
order to place the signals in context and apply appropriate 
resources.  
 

3. Evaluation 
The act of formally gathering additional data to evaluate the 
identified signal for the purpose of risk management.  
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Signal management 
Steps 

The signal management process include also the following two 
important steps: 

 
• Recommendation for action 
 
• Exchange of information 
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Signal management 
Steps 

Previous steps for signal management follow a logical sequence, 
but the wide range of situations may require some flexibility in 
the conduct of inspection. 

 
For exemple: 
 
• When signal detection is primarily based on a review of ICSRs 

(traditional method), the activity may include validation and 
preliminary priorisation of any detected signal; 
 

• Recommendation for action (followed by decision in accordance 
with the applicable legislation) and exchange of information are 
components to be considered at every step of the process. 
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Signal Detection 
  

Inspectors could evaluate 
 
• if the method used is approriate for the data set; for example, 

the use of complex statistical tool (data mining algorithms) is 
not appropriate for small data sets; 
 

• if data from all appropriate sources have been considered; 
 

• if systems are in place to ensure the quality of the signal 
detection activity. 
 

All above items should be described in the company procedures.  
The process should be adequately documented, including the 

rationale for the method and periodicity of the signal detection 
activity. 
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Signal Detection 

 
 

 
 
 
Inspectors know if the MAH has to perform particular signal 

detection activities, e.g. as part of a RMP for a specific product. 
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Signal Detection  
 Traditional Methods 

Traditional methods for analysis of spontaneous ADR reports 
include: 
 

• review of individual cases or case series in a safety database or 
in published medical literature; 

 
• aggregate analyses of case reports using absolute case counts, 

simple reporting rates or exposure reporting rates. 
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Signal Detection  
 Traditional Methods 

Traditional approaches are generally associated to small companies 
with few ADR reports received. This idea is wrong. 
 

In fact traditional methods are particularly important also in big 
companies for the assessment of ADRs considered as rare, 
serious, and associated with a high drug-attributable risk and 
which constitute an alarm a number of reports going from one 
to three (e.g. Stevens-Johnson syndrome, toxic epidermal 
necrolysis, epatic failure, aplastic anaemia, anaphylaxis). 
 

It is important that this activity is not obscured by the focus on 
more sophisticated automated techniques. 
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Signal Detection 
Data Mining Algorithms 

Statistical methods generally identify drug-event combinations that 
are disproportionate for pooled or overall drug-event 
combinations. 

 
• No causality can be inferred from the finding of 

disproportionality alone. 
 
• An higher frequency of reporting leads to further evaluations 

and clinical reviews. 
 

• The size of the dataset and its heterogeneity with respect to the 
drugs and the adverse events represented are critical factors. 
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Signal Detection 
Data Mining Algorithms 

A key issue is data quality in the database (including the extent of 
duplicate and invalid reports). 

 
Some datasets are publicly available; some MAHs use these 

external datasets for signal analysis of its products. 
 
These procedures need to be further investigated. 
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Signal Detection 
Data Mining Algorithms 

Inspectors could evaluate: 
 
• the selection of criteria for the detection of signals 

 
• the periodicity of statistical reports 

 
• how the MAH has defined the frequency of this activity 

 
• the results of signal detection activity 
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Signal Analisys 
Validation and Prioritization 

In order to suggest a new potentially causal association or a new 
aspect of a known association, any signal should be validated 
taking into account other relevant sources of information. 

GVP IX.A 

 
The interpretation of signal detection outputs should take place 

within the context of other safety data derived from relevant 
sources. 
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Signal Analisys 
Validation and Prioritization 

Inspectors could check the documents describing what actions the 
MAH has taken based on the outcomes generated from signal 
detection activities.  
 

Actions could include further investigations and/or the involvement 
of a company committee which interpret the signal in the 
context of other relevant sources, disease knowledge, biologic 
plausibility, alternative etiologies ….. 

 
Companies should document any outcome or decision taken during 

the course of these activities. 
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Signal Analisys 
Validation and Prioritization 

Company committee 
 
• Big companies: a cross-functional team of qualified personnel, 

including drug safety scientists, epidemiologists, statisticians, 
data analysts, and physicians, is required for the interpretation 
of a new risk identified through quantitative signal detection. 

 
• Small companies: at least a physician (eventually as consultant) 

should be available for the evaluation of new safety information 
pertaining to company products. 
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Signal Analisys 
Validation and Prioritization 

Signals for which the validity is not confirmed may be rejected or 
may deserve special attention in subsequent analyses (e.g. 
continue to monitor) 

 
Otherwise, a validated signal suggests specific actions (e.g. a 

possible update of the information included in the SmPC). 
 
MAHs should establish tracking systems to capture the outcome of 

the validation of signals including the reasons why signals were 
not validated.  
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Signal Analisys 
Validation and Prioritization 

Inspectors could check if the outcome of the signal prioritisation 
process has been entered in the tracking system, with the 
justification for the priority attributed.  

 
They could also verify if a recommendation of the time frame for 

the management of the signal has been included and if it has 
been respected. 

 
Inspectors could also check if validated signals are presented in the 

relevant sections of PSUR. 
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Signal Analisys 
Evaluation 

The objective of the evaluation of a validated signal is to identify 
the need for additional data collection or for a regulatory action. 
It consists of an assessment of all available data from other 
sources and of an assessment to verify if the new signal 
involves also other products of the same therapeutic class or 
other MedDRA terms. 
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Signal Analisys 
Recommendation for action and exchange of information 

Evaluation should lead to a recommendation that either no further 
action is required (signal is closed) or further actions are needed 
(signal is open). In the last case MAHs should also specify a 
timeframe for action to be taken. 

 
Inspectors could check if the MAH has completed the actions 

planned and if they have communicated relevant signals 
(Emerging Safety Issue) to Competent Authorities. 



27 

Signal Analisys 
Requirements 

A system of quality assurance and quality control 
consistent with the quality system standards 
should be in place and applied to all signal 
management processes. 

 
Detailed procedures for this quality system 

should be developed, documented and 
implemented.  
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Signal Analisys 
Requirements 

List of minimum topics that should be covered by procedures: 
 
• Signal detection and review process  
• Risk-benefit assessment 
• Reporting and communication to competent authorities and 

healthcare professionals 
 
All procedures should also describe roles and responsabilities of all 

personnel involved in signal management activities. Staff should 
be specifically trained in accordance with their roles and 
responsibilities. 
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Signal Analisys 
Requirements 

 

Through a tracking system, all parties involved in signal 
management should document carried out and planned 
activities and achieved outcomes, including how signals have 
been detected, validated, and evaluated. 
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Tel:  0039 06 5978 4361 e-mail: ng.mangano@aifa.gov.it  
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