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Introduction (1) 

Taking a look at the Warning Letters that FDA issued after 
inspections of active substance and finished product 
manufacturers between 2013-2015, the top issue in the Warning 
Letters is the non-GMP compliant handling of electronic data or 
missing data integrity. 
 
Almost half of them are Indian and Chinese companies. 
For the FDA, integrity of data is an essential quality attribute in 
the manufacture of pharmaceutical products and when it realized 
how serious the problem was, it has started since 2007 to inspect 
systematically the companies on data integrity adopting a very 
precise inspection technique. 



Introduction (2) 

 
 

FDA warning letter (2013-2015) 



FDA Inspection Technique (1) 
 
The FDA technique could be considered an investigational 
technique for the following reasons: 

 
• Some inspectors are specifically trained for data integrity. 
• The inspectors interrogate the personnel with direct 

questions with the obligation to answer yes or no. 
• The personnel is interviewed at all levels. (not only the 

managers but also the manufacturing operators and QC 
analysts). 

• The same questions can be repeated more than once in the 
same day or the days after. 



FDA Inspection Technique (2) 
 

• Search for falsified and/or manipulated documents in the 
drawers of the office desks of the production/quality control 
department. 

• Check rubbish bins in order to verify if GMP documents have 
been thrown away or destroyed. 

• Search for files on the PC desktop or in the recycle bin. 
• Check the presence of GMP documents destroyed by paper 

shredders. 
• Acquisition of evidence with pictures and videos 



FDA Inspection Technique (3) 
 

• Raw data (either paper or electronic) achieved for developing 
validation reports are carefully verified. 

 
• It is a common practice to double check raw data recorded 

on paper with the electronic data saved on the computerized 
systems. 



FDA Inspection Technique (4)  
The main advantage of this technique is to give big pressure on the 
company and have a good chance to find data integrity issues that 
could have a huge impact on the quality of APIs or finished products. 
However, there are also some disadvantages : 

• The inspection time is longer than usual (7 days is the normal 
inspection timeframe for a company that manufactures sterile 
products). 

• The inspection tour is mainly focused in the laboratories. 
• The manufacturing is not completely inspected (some premises 

or areas are not inspected: sampling rooms, dispensing rooms, 
warehouses, secondary packaging areas.). 

• Not all GMP topics are covered: e.g. self inspection, quality 
agreements, training. 



FDA Deviations (1) 

Using this investigational technique, it has been possible to find either 
severe frauds in pharmaceutical companies or bad GMP practices (e.g. 
sharing the administrator password or not reviewing audit trail records). 
Although the bad GMP practices are less severe in terms of impact on 
the quality of medicinal products, they should be immediately corrected 
in order to avoid worsening situations in the future. 
 
Following this type of inspections, APIs or medicinal products 
manufactured in India and China have been banned or the importation 
prohibited. 
 
FDA has conducted this type of inspections also in Europe and data 
integrity non-conformities have been found. 



FDA Deviations (2) 

I will present now a brief list of recurrent deviations that FDA has 
found in India, China and Europe. 
 
This list of deviations is only an example of some deviations issued 
by FDA and it is not exhaustive. 



FDA deviations (3) 

The most relevant deviations detected in the Chemical lab are: 
 

• Performed trial injections 
• Deletion or overwriting of chromatographic analysis 
• Changed PC data/time 
• Used System Administrator password by analysts 
• Not activated Audit Trails function 
• Audit trail review missing 



FDA deviations (4) 

• Manual integration without a detailed procedure in place. 
• The integration parameters used for the manual integration 

are not checked by a supervisor. 
• In some circumstances, the FDA investigator has asked for 

restoring back-up data from server to the informatic system in 
order to verify the chromatograms previously deleted. 



FDA Deviations (5) 
The FDA investigators read all the settle plates and/or contact plates 
incubated for environmental, personnel and utilities monitoring. 
 
From this type of verification in the Micro Lab, it has been found that: 
 

• The procedure for sampling the gloves of the personnel is not 
adequate. 

• The  numbers of settle plates incubated is different from the 
number defined in the procedure. 

• The analysts has not sampled all the sampling points. 
• The investigators have found more colonies, or colonies not read, 

or not recorded in the forms after the micro reading of the settle 
plates. 

• The raw data recorded on the analytical forms of the 
microbiological analysis are different from other GMP documents 
like: batch records or logbooks. 



FDA Deviations (6) 

 
• Found non-official batch records and logbooks. 
• Records are not made at the time each action is taken. 
• Recorded raw data on unofficial and uncontrolled blank master 

records. 
• Used unofficial documents. 
• Performed calculations on non-validated file excels. 



FDA Deviations (7) 
If cameras are installed in the sterile area, the investigators can take 
this opportunity to review the videos of two consecutive batches 
manufactured in the past in order to review all the cleaning, 
manufacturing and sampling activities. 
 
Otherwise, they observe live the manufacturing activities for hours. 
The most relevant deviations in this case are: 

•The gowning procedure is not adequate. 
•The environmental sampling procedure of equipment and premises 
is not adequate. 
•The personnel do not sanitize effectively gloves with an adequate 
frequency. 
•During the set-up filling machine the environmental monitoring is 
not performed. 



FDA Follow-UP(1) 

One of the most common FDA follow-up actions to fully resolve all 
the violations is that a third-party audit appropriately evaluates the 
vulnerability of the sophisticated electronic systems to data 
manipulation. 
The company has to provide to the FDA the following documents: 

•An investigation that includes:  
iinterviews of current and former employees; an assessment 
of the extent of data integrity deficiencies and a 
comprehensive retrospective evaluation of the nature of the 
testing and manufacturing data integrity deficiencies. (a 
qualified third-party consultant is requested in order to 
evaluate all data integrity lapses). 



FDA Follow-UP(2) 

• A risk assessment of the potential effects of the observed 
failures on the quality of the drugs involved, that includes: 

analyses of the risks to patients caused by the release of 
drugs affected by a lapse of data integrity, and risks posed 
by ongoing operations. 

 
• A management strategy that includes: 

the details of the global corrective action and preventive 
action plan, that includes long-term measures (training); 
interim measures (such as notifying customers, recalling 
product, conducting additional testing, adding lots to the 
stability program to assure stability, drug application 
actions, and enhanced complaint monitoring). 



Conclusions 
 
The FDA technique illustrated can be a valid tool for all the 
inspectors, especially when the company does not have a good 
GMP regulatory history. 
 
Moreover, this technique can be used also when a complaint 
inspection has to be performed or when it is necessary to perform 
an unannounced inspection. 
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