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Why an anti-APT solution ? 

On December 2014 a POC on network traffic evidenced 
high risk profile in terms of possibility of: 

  Information loss 

 System compromise 

Network disruption 

 Infection spread 
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Why an anti-APT solution ? 
…..even having standard security measures like: 
 firewall + anti-spam 
 a classic and well rated antivirus system…. 
 
Do you conduct background investigation 
or currently monitor network activity? 
Are these viewed by your ICT team? 
Do your users understand the importance 
of security to the organization? 
 



Why an anti-APT solution ? 
5th March 2015:  
the first Ransomware experience; 
unfortunately was not the first, after 
one week a second one !! ….. 
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Some 2016 statistics report that insiders are 
responsible of almost 90% of security incidents: 

7 

The security landscape and approach 

Security Incidents 

Unintentional Malicious 

71% 

29% 
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The security landscape and approach 

 The cloud and mobile computing era make the endpoint 
devices have become the new enterprise security perimeter, 
targeted by advanced malware and APT  

 Even with antivirus, anti-malware, intrusion detection, 
vulnerability management, web filtering etc. there are 
masking techniques to bypass the security software, leaving 
the server or client victim of an attack 

 A security breach can cost a lot of money 
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The security landscape and approach 

 Dealing with today’s cyber threats requires a fundamentally 
different approach since, for instance, antivirus also 
overlooks the facts that an attack can be file-less with the 
memory infection 

  Obfuscators/Variations: alter 
malicious code to make it appear 
different 

 Wrappers: designed to turn code 
into a new binary 

 Sandboxing can not be anymore 
considered a defense 

 
 
 



Action needed: July 2015 public tender for a network 
protection system, considering that: 
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The public tender 

Mitigate risk 
behavior 

Know your 
users 

Monitor 
behavior 

Know your 
assets 
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The SentinelOne-Cyphort solution 

Like a “Cinderella”, a very small Cy resulted winner with a 
solution based on 2 products, SentinelOne and Cyphort, each 
one with a proper function with respect to the Agency’s technical 
specifications:  

 Cyphort Advanced Threat Defense 
Platform, for the perimeter’s 
protection 

 SentinelOne EPP (Endpoint 
Protection Platform) for the 
server/workstation/mobile device 
protection 
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The SentinelOne-Cyphort solution 

 The terms “next generation solutions” refers to security 
products that operate throughout monitoring the incoming 
network traffic or by using a client software, both centrally 
managed with an administration console 

 Adopting a Next Generation Endpoint Protection (NGEP) 
solution you can even consider replacing your traditional 
antivirus 
 



The SentinelOne platform 

Pre-execution On-execution Post-execution 

Dynamic 
white/bla
cklisting 
 
Cloud 
intel. 

STATIC 
PROTECT. 

DYNAMIC 
PROTECTION 

360-degree 
Attack view 
 
Advanced 
mal. detection 
 
Mitigation 
 
Remediation 
 
Rollback 
 
Auto-
immunize 
 
Forensics 

File based malware 

Blocked files 

APTs 
Exploits/file-less/memory only malware 



The SentinelOne platform 
 Initially, because very young and due to its manner of 

working, S1 was indicated as able to coexist with a classic AV 

 The S1 module is still very light, it does not fill the system 
resources  

 

 Based on a AI engine it can detect, isolate and kill/mitigate a 
threat (remediation) 

 New deep visibility feature for the suspicious encrypted traffic 



The SentinelOne dashboard 



The SentinelOne platform 



The SentinelOne platform 

 Gartner 2017 magic quadrant 
consider SentinelOne EPP the 
most visionary platform for 
the EP protection 

 SentinelOne earns from NSS 
Labs the highest ROI score 

 
 



Almost done …… ;) 



The Cyphort platform 

The anti-SIEM solution is based on 2 main 
components: core and collector 

Source: https://www.cyphort.com/ 



 The Anti-SIEM leverages this threat intelligence with a 
powerful analytics engine that also integrates user identity 
and event data from other security devices in the network to 
correlate and pinpoint the source of potentially malicious 
activity 

 It can work with your existing SIEM to simplify and 
accelerate incident response 

 By using machine learning and behavioral analysis 
technologies the engine can detect advanced threats 

 It works on http/https protocols (e-mail polling via 
POP3/IMAP) 

The Cyphort platform 



Advanced threat analytics 

Advanced threat detection One-touch threat mitigation 

The Cyphort platform 



The Cyphort dashboard 



The Cyphort platform 

 The solution can be integrated via API with your 
firewall system (faster appl. of mitigation measures) 

 Accelerate incident response 

 Detect lateral spreading 

 Improve analysts’ productivity 

 As per SentinelOne, is available on premise or SaaS 
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Conclusions 

 Emerged a new approach to the perimeter’s defense 

 ICT Security was considered before only in the 
range of networking, now is focused on the EPP 

 After a tuning phase, the couple SentinelOne-
Cyphort keep us safe 
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